
dentity theft occurs when a crim-
inal appropriates an individual’s
personal information such as
name, address, date of birth or
Social Security number to as-
sume that person’s identity to
commit theft or multiple types of
fraud. By exploiting personal and
financial information, an identity
thief can obtain a person’s credit
history; access existing financial
accounts; file false tax returns;
open new credit accounts, bank
accounts, charge accounts and

utility accounts; enter into a residential lease; and
even obtain additional false identifying docu-
ments such as a duplicate driver’s license, birth
certificate or passport. Social Security numbers
are the most widely used record identifier and the
key link to sensitive personal information includ-
ing individuals’ credit reports, banking accounts
and personal confidential records.

In 1998, Congress recognized the gravity of this
problem by making identity theft a federal crime
with penalties of up to 15 years of imprisonment
and a maximum fine of $250,000.1 Over the last
five years, identity theft has become one of the
fastest growing white-collar crimes in the United
States.2 The magnitude and prevalence of identi-
ty theft cases is disturbing:

• The Federal Trade Commission’s Identity
Theft Clearinghouse received 161,819 reports of
identity theft in 2002.3

• The Social Security Administration’s Fraud
Hotline received approximetely 72,500 reports of
Social Security number misuse in 2002.4

• Two consumer reporting agencies each
recorded approximately 90,000 long-term fraud
alerts in 2000.5

The proliferation of identity theft cases as well as
the severity of the cost of the crimes to victims,
the financial services industry and the criminal
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justice system demonstrates the need for strong
action to protect individual privacy.

Federal Privacy Legislation Pending
In response to the disconcerting statistics, costs
and consequences of identity theft, Senator Di-
anne Feinstein introduced federal legislation,
known as The Privacy Act of 2003, to set new
boundaries for the use of Social Security numbers
and force more responsible handling of Social Se-
curity numbers.6 The Privacy Act of 2003 would
limit the abuse of sensitive personal information
by requiring an individual’s consent prior to sell-
ing or marketing such information.

Several other bills are also pending before
Congress that would combat identity theft. The
bills would restrict the sale, purchase or display of
Social Security numbers; strengthen the authori-
ty of the federal government to protect individu-
als from the sale and purchase of Social Security
numbers; establish civil and criminal penalties
for the sale or purchase of Social Security num-
bers; and impose a ban on government-wide uni-
form identifying numbers.7 By limiting access to
and disclosure of Social Security numbers, law-
makers speculate that the proposed legislation
will afford consumers greater privacy protection.

Efforts on the State Level
California was the first state to enact a law that re-
stricts employers and employee benefit plans
from using or disclosing Social Security numbers
in any written material or communications un-
less certain conditions are met. The California
law, which became effective July 1, 2002 (with a
phased-in compliance schedule to be completed
by July 2005), is intended to stop identity theft
and restrain consumer credit reporting agencies
that are accessing personal information through
Social Security numbers.8 (See Exhibit 1.)

Impact on Benefit Plans
Because the Social Security number is a unique
identifier that does not change over time, it is
widely used by employee benefit plans to identi-
fy plan participants, track account activity, man-
age records and provide participants with online
access to their account activity. There is no legal
requirement for employee benefit plans to safe-
guard Social Security numbers, other than com-
pliance with the privacy requirements set forth in
the Health Insurance Portability and Account-
ability Act of 1996 (HIPAA). HIPAA, which re-
stricts the use and disclosure of protected health
information, including demographic information
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EXHIBIT 1

The California law prohibits any person or entity doing business in California from:

• Publicly posting or displaying an individual’s Social Security number

• Printing a Social Security number on any card required by the individual to access products
or services (such as on a health insurance identification card)

• Requiring an individual to transmit his or her Social Security number over the Internet un-
less the connection is secure or the Social Security number is encrypted

• Requiring an individual to use his or her Social Security number to access an Internet web
site, unless a password or unique personal identification number or other authentication is
used

• Printing an individual’s Social Security number on any materials (other than applications
or forms) that are mailed to the individual, unless state or federal law requires the Social Se-
curity number to be on the document to be mailed



such as a Social Security number,9 applies only to
group health plans.

It would be a great proactive measure for plan
sponsors to minimize the use of the Social Secu-
rity numbers just as the Treasury Department re-
cently elected to remove Social Security numbers
from all Treasury checks. Plan sponsors should
review all employee benefit plans, policies and
practices with regard to the use of Social Security
numbers. For example, plan sponsors that cur-
rently have a policy to use Social Security num-
bers when participants leave the plan adminis-
trator a voice-mail message or use Social Security
numbers to look up plan-participant records,
could implement new policies that require the
use of different identifiers and thereby maxi-
mize the protection of participant’s personal
information.

To the extent that plan sponsors use Social Se-
curity numbers merely for administrative and
record-keeping purposes, it would be prudent for
plan sponsors to change current practices to
eliminate or reduce the use of Social Security
numbers when displaying, accessing or collect-
ing information. Plan sponsors could help take
Social Security numbers out of circulation by us-
ing an alternative identifier or by using truncated
Social Security numbers by means of a bar code.
(See Exhibit 2.)

In addition, plan sponsors should consider de-
veloping written policies for handling records
with Social Security numbers, providing employ-
ees with training on responsibilities for safe-

guarding records and monitoring employees’ ac-
cess to such records. In most circumstances, the
benefits to the employee benefit plan of using the
Social Security number for administrative pur-
poses does not outweigh the risks to participants
of the continual use and disclosure of Social Se-
curity numbers.
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EXHIBIT 2

Working without Social Security Numbers
Employee benefit plan administrative practices that

do not require use of Social Security numbers include:

• Plan administration and tracking

• Identification on health insurance cards and other documents widely seen by others

• Distributing quarterly benefit statements, explanation of benefits, enrollment materials 
or other documents through the mail

• On-line services for participants to access benefit information

• Phone call verification to authenticate the caller

• Customer service to look up records for an individual

• Storing records on computers

• Sharing information with other organizations or companies

Because the Social 
Security number is a
unique identifier that 
does not change over 
time, it is widely used by
employee benefit plans to
identify plan participants,
track account activity,
manage records and 
provide participants with
online access to their 
account activity.



By implementing policies and controls that
abandon the use of Social Security numbers as
participant identifiers, plan sponsors can help in-
dividuals manage and protect their personal in-
formation. Even if plan sponsors want to avoid
some of the obvious economic costs and logisti-
cal barriers associated with implementing new
administrative practices and procedures, plan
sponsors should, at a minimum, implement a
mechanism whereby individuals who want in-
creased privacy could request the use of an alter-
native personal identifier in lieu of their Social
Security number.10
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